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[MTOHATUE N OCOBEHHOCTW
KUBEPTIPECTYTTHOCTW

KnbepnpectyrnieHne- ato npecTynHas OeaTernbHOCTb, LEnbio KOTOPOW ABNSETCS
HernpaBoOMepHOe NCMNOoSb30BaHME KOMMbOTEPA, KOMMNLIOTEPHOW CETU UITN CETEBOIO
yCTpOWUCTBA.

OcobeHHOCTU KNbepnpecTyNHOCTH: ;
- Ype3BblYanHas CKPbITHOCTb AeAHUN (MPUMEHEHNE MEXaHN3MOB . e
aHOHWUMHOCTU N LUNdPOBaHUS); ‘
-  TPAHCIPaHN4YHOCTb (I'IpeCTyI'IHI/IK N XepTBa MOTyT HaxXoAUTbCAH
Ha 3HAYNTENbLHOM PacCTOSAHUW OPYr OT Apyra);
-HECTaHOapPTHOCTbL CNOCOOOB COBEPLUEHUS;
-aBTOMAaTU3NPOBAHHbLIN PEXUM.



[PYTITIbI KUBEPTIPECTYIUIEHUUA
(mo konBeH1K CoBeTa EBPOIIHI)

BKJTHOYAET BCE KOMIMbIOTEPHbIE MPECTYNSIEHUS, HarnpaBlieHHbIE NPOTUB
KOMMbIOTEPHbLIX JAaHHbIX N CUCTEM (Hanpumep, He3aKoHHbIW OOCTYM, BMELLATENLCTBO B AaHHbIE
UITN CUCTEMBI B LIESTOM).

NPOTUBOMNpPAaBHbIE AESAHUS, CBA3AHHbIE C NCMOSIb30BAHNEM TEXHONOMMN
(nognor, naereyeHne, brIoKMpPoBKa U U3MEHEHME AaHHbIX, NOSTyYeHNE SKOHOMMYECKOW BbIrobl
NHBLIMK criocobamu).

NpoTMBOINpaBHblE AEeAHUA, CBA3aAHHbIE C COoAepXaHUeM daHHbIX UJN
KOHTEHTOM.

HapyLLleHNne aBTOPCKNX U CMEXHbIX NPaB.
KnbepTeppopu3mM 1 Ncnonb3oBaHWe BUPTYyarnbHOrO NPOCTpaHCcTBa Ans

COBEpLLUEHNS aKTOB Hacunus, a Takke apyrue AesiHus, nocsratoume Ha obLEeCTBEHHYIO
Oe3onacHoOCTb.



OTBETCTBEHHOCTb 3A COBEPLUEHNE
KUBEPTIPECTYTIJNNIEHUA

OTBETCTBEHHOCTEL 3a KNOEepnpecTynfieHns B
npegycmaTtpuBaetca rmasoun 28 YK P® n kacaetcq
TOMbKO KOMMBLKOTEPHBIX MPECTYMNNEHNN.

B 3aBUCMMOCTU OT TAXKECTU NPECTYMNNEHNS U
pasmepa NnpuynHeHHoOro Bpeda crartbn 272,273
n 274 YK PO npeanonaratoT HakasaHWe B BUae
wtpada ot 100 Tic. pybrien, ncnpaBUTENbHbLIX
M NPUHYAMTENbHbIX paboT oT 6 MecsAueB A0 5 &
NeT, orpaHNYeHUst UNn NULWEeHNs cBoboabl Ao 7 Nk




CITOCOBBI 3AILIUTHI OT
KUBEPIIPECTVYIUIEHUU

1. PerynsapHo oOHOBNANTE NporpaMmmMmHoe obecrnevyeHne n onepaumMoHHY cCuctemy
[TocTossAHHOE ODOHOBIIEHME MPOrpamMMHOro obecrnevyeHnsi 1 onepaumMoHHON CUCTEMbI rapaHTUPYET, YTO ASIS
3dllUnTbl Ballero KOMrbroTepa UCNosib3yHTCA HOBeuLlne ncripaBJjieHunA ©esonacHocTw.

2. YcTaHOBUTE aHTUBUPYCHOE NporpaMmmHoOe obecnevyeHne n perynsipHo ero

obHoBNANTE

Acnonb3oBaHWe aHTUBMpPYCa UM KOMIMNEKCHOIo peweHns ansa obecnevdeHmnsa MHTepHeT-6e30nacHOCTU-
9TO NMpaBUNbHbIN CNOCOO 3alUTUTL Bally CUCTEMY OT aTak. AHTUBMpPYCHoe 1O no3BondaeT npoBepsiTh,
oOHapyXuBaTb 1 yaanaTb Yrpo3bl 40 TOro, Kak OHM co3aaayT npobnemy. Ecnn Bel ncnonesyete
aHTUBUPYCHOE nporpamMmmHoe obecrneyeHune, peryndapHo obHOBNANTE ero, YTobbl 0b6ecneynTb HannyyLwnm
YPOBEHb 3aLLUTHI.

3. Ucnonb3ynTte curnbHbIe Naponu

cnonb3ynTte cunbHbIE NApPOnun, KOTopble TPYAHO NogobpaTtb, U HUrae ux He 3anucebiBantTe. MoXHO
BOCMOS1b30BaTbCA YCIYyron HadeXHOro MeEHemKepa naponen, KoTopbin obrnerynt Bam 3agady, npeanoxus
CreHepupoBaHHbIM UM CUNbHbBIW NAPOIb.



CMNOCOEBbI 3AWKMTbI OT KUBEPMPECTYITIEHUW

4. He HaXKMManTe Ha CCbINKN B 3MIEKTPOHHLIX CMNaM-COOOLLEHUAX N He canTax, KOTOPbIM
He AoBepseTe

Ewe oamH cnocob, ncnonb3yemMbln KUOEepnpecTynHUKamMmu Ang 3apaxeHnsa KOMMbloTepoB
nonb3oBaTeneun, - 3T0 BPe4OHOCHbIE CChISIKM B CNaMOBbIX 3NIEKTPOHHbLIX NUCbMaXxX Unu apyrux
coobuleHns1, a Takke Ha He3HaKoOMbIX BeED-canTax. He npoxoauTe no 3TUM CcblfikaMm, YToObl He
cTaTb XepTBOU NHTEPHET-MOLLEHHUNKOB.

5. He npepgocTtaBnanTe nn4yHyro nHgpopmauuio, He yoeauBLLUCH B 6e30nNacHOCTU KaHana
nepepayu

Hukoroa He nepenaBanTe NUYHbIE AAHHLIE MO TENEJOHY UMK NO 3NIEKTPOHHOW Mo4yTe, eCrin Bbl
He yBEpPEHbI, YTO TeENIEdPOHHOE COEANHEHUE UMW INEKTPOHHAA NoYTa 3alUuLLEHbl. YoeaunTecs,
4YTO Bbl AENCTBUTENBLHO FOBOPUTE UMEHHO C TEM YENOBEKOM, KOTOPbIM BaM HYXXEH.

6. CBsXXnTECb HAaNPAMYIO C KOMMaHUEWU, eCcrniv Bbl NOJTY4YUNU NOAO3PUTESNIbHbLIN 3anpoc
Ecnn 3BOHALWMW NPOCUT Bac NPeaoCcTaBUTb Kakne-nmbo aaHHbIe, NOMoXuTe Tpyoky.
[Tlepe3BoHUTE B KOMMAHUIO HANPAMYIO MO HOMEpPY TeredoHa Ha ee odpmunanbLHOM canTe, u
ybeamnTech, YTO BaM 3BOHUIN HE MOLLIEHHUKN.



CMOCOBbI 3ALWLUTbI OT KUBEPMPECTYNNEHUN

Obpawante BHmumaHue Ha URL-agpeca cantoB, Ha KOTOPbIE Bbl XOTUTE 3anTun. He
nepexoauTe no ccbinkam, cogepxalium HesHakoMble Unn Ha sBug cnamoBblie URL-
agpeca.

Ecnn Baw npoaykT ans obecnevyeHunst 6esonacHocTn B UIHTEPHETE BKMOYaeT
doyHKUNIO 3aLlUNTBI OHManH-TpaH3akuum, yoegmTech, YTO OHA aKTUBUPOBaHa.

[MpocmaTpuBanTe BHUMATESNIbHO CBOW DAaHKOBCKWE BbINMUCKU 1 3anpalunBanTe B
6aHke nHdopmaLuio No NbbIM HE3HAKOMbIM TPpaH3aKuMaAM. BaHk MoxeT
NpPoBEPUTb, ABMAAKTCSA TN OHN MOLLUEHHUYECKUMM.



